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	 Preface
	 This GAMP® Good Practice Guide: A Risk-Based Approach to GxP Process Control Systems provides additional 

guidance and examples for the application of GAMP 5: A Risk-Based Approach to Compliant GxP Computerized 
Systems to a range of GxP regulated process control systems.

	 This Guide also may be used in conjunction with the other ISPE guidance documents such as Good Practice Guides 
(GPGs) and Baseline® Guides.

	 This Guide has been produced by a GAMP® Community of Practice (COP) Task Team. This team included 
representatives from regulated companies and a wide range of suppliers, including OEMs, Integrators, and managing 
contractors.



GAMP® Good Practice Guide:	 Page 3
A Risk-Based Approach to GxP Process Control Systems	

	 Acknowledgements
	 The following Task Team, and members of the ISPE GAMP Community of Practice (COP) Process Control Special 

Interest Group (SIG), worked on one or more of the sections of this document and volunteered their knowledge, 
practical experience and precious time to provide input material, attend meetings and review the multiple drafts. 

	 Task Team Leader/SIG Chair: 
	 Mark Cherry	 AstraZeneca	 United Kingdom

	 Task Team Co-Leader/SIG Deputy Chair:
	 Hilary Mills-Baker	 WSP CEL Ltd.	 United Kingdom

	 GAMP Council Sponsor:
	 Guy Wingate	 GlaxoSmithKline	 United Kingdom

	 Special Interest Group Team:
	 Karen Ashworth	 Karen Ashworth Consulting Ltd.	 United Kingdom
	 Roger Buchanan	 Eli Lilly & Co. Ltd.	 United Kingdom
	 Reetu Chopra	 Teva Pharmaceuticals	 United Kingdom
	 Peter Falcon	 AstraZeneca	 United Kingdom
	 David James	 Invensys System (UK) Ltd.	 United Kingdom
	 Peter Iles-Smith	 GlaxoSmithKline	 United Kingdom
	 Martin Isherwood	 Eli Lilly & Co. Ltd.	 United Kingdom
	 Malcolm Knott	 Industrial Technology Systems Ltd.	 United Kingdom
	 Walfraid Laibacher	 Honeywell Building Solutions GmbH	 Germany
	 Brian Nolan	 Organon Ireland Ltd.	 Ireland
	 Blaise Polentes	 Sanofi-Aventis R&D	 USA
	 Bo Reedtz		  Denmark
	 George Smerdon	 Industrial Technology Systems Ltd.	 United Kingdom
	 Sue Tuxford	 Emerson Process Management	 United Kingdom
	 Rainer Van Deursen	 Eurotherm Deutschland GmbH	 Germany
	 Gerhard Werling	 Rockwell Automation Solutions GmbH	 Germany

	 The Task Team would like to acknowledge the support of their direct management and companies in this endeavor.  

	 The Task Team leaders would like to express their thanks to the following for their contribution of additional materials 
and as technical reviewers of the Guide:

	 John Robert (Bob) Adamson*	 RBQ Services Limited	 United Kingdom
	 John Berridge	 ISPE European Regulatory Affairs Advisor	 United Kingdom 
	 Joerg Block	 Bayer HealthCare AG	 Germany
	 Winnie Cappucci	 Bayer HealthCare	 USA
	 Waunetka A. Clark	 Abbott Laboratories	 USA
	 Sandro De Caris	 GAMP Italiano / Consultant	 Italy
	 Rick Gunyon*	 Eli Lilly and Co.	 USA
	 Justin Iovino	 Cognizant Technology Solutions	 USA
	 Jim John	 ProPharma Group / JETT SIG of GAMP Americas	 USA
	 Richard Lemire	 Novartis Pharmaceuticals Corporation	 USA
	 Tony Margetts	 Factorytalk Co. Ltd.	 Thailand
	 Dr. Arthur (Randy) Perez	 Novartis Pharmaceuticals Corporation	 USA
	 Gregory Ruklic	 Independent Life Sciences Professional	 USA
	 Tulsa Scott*	 Commissioning Agents	 USA
	 Jennifer Thompson	 ABB (now of Durham University)	 United Kingdom
	 *Member of the ISPE Commissioning & Qualification Community of Practice (C&Q COP)



Page 4	 GAMP® Good Practice Guide:
	 A Risk-Based Approach to GxP Process Control Systems

	 Regulatory Input and Review

	 Particular thanks go to the following individuals for their review and comment:

	 Karl-Heinz Menges, Regierungspräsidium Darmstadt GMP-inspectorate (Germany)
	 George Smith, Office of Compliance, CDER FDA (USA)
	 Robert D. Tollefsen, Division of Domestic Field Investigations, ORA/ORO FDA (USA)
	 Malcolm Olver, MHRA (UK)

	 ISPE and GAMP COP Committees

	 Members of the ISPE GAMP COP Council and Steering Committees, along with the ISPE Guidance Documents 
Committees are thanked for their participation in the review of this Guide.

	 Editorial Team

	 Particular thanks to the sub-team that reviewed the industry comments, filtered and dealt with the extensive input, 
and edited and re-structured the Guide:

	 Karen Ashworth	 Karen Ashworth Consulting Ltd.	 United Kingdom
	 Mark Cherry	 AstraZeneca	 United Kingdom
	 Hilary Mills-Baker	 WSP CEL Ltd.	 United Kingdom
	 Sue Tuxford	 Emerson Process Management	 United Kingdom
	 Chris Clark	 Napp Pharmceuticals Ltd.	 United Kingdom
	 Colin Jones	 Conformity Ltd.	 United Kingdom
	 Sion Wyn	 Conformity Ltd.	 United Kingdom

	 Many other individuals reviewed and provided comments during the preparation of this Guide; although they are too 
numerous to list here, their input is greatly appreciated.



GAMP® Good Practice Guide:	 Page 5
A Risk-Based Approach to GxP Process Control Systems	

	 Table of Contents
	 1	 Introduction.......................................................................................................................... 9
		  1.1	 Rationale for this Revision............................................................................................................................ 9
		  1.2	 Purpose....................................................................................................................................................... 10
		  1.3	 Scope.......................................................................................................................................................... 10
		  1.4	 Structure of this Guide................................................................................................................................ 12
		  1.5	 Benefits....................................................................................................................................................... 13

	 2	 Key Concepts..................................................................................................................... 15
		  2.1	 Product and Process Understanding.......................................................................................................... 16
		  2.2	 Life Cycle Approach within a QMS............................................................................................................. 16
		  2.3	 Scalable Life Cycle Activities...................................................................................................................... 17
		  2.4	 Science-Based Quality Risk Management................................................................................................. 17
		  2.5	 Leveraging Supplier Involvement............................................................................................................... 18

	 3	 Features Special to Process Control Systems............................................................... 21
		  3.1	 Multiple Components and Multiple Suppliers.............................................................................................. 21
		  3.2	 Interfaces to a Physical Process................................................................................................................. 24
		  3.3	 Interfaces with Process Equipment............................................................................................................ 25
		  3.4	 Phased Delivery.......................................................................................................................................... 27

	 4	 Process Control System Life Cycle Overview................................................................ 29
		  4.1	 Roles and Responsibilities.......................................................................................................................... 31
		  4.2	 Process Control System Supplier Life Cycles............................................................................................ 32
		  4.3	 Leveraging Supplier Effort.......................................................................................................................... 33
		  4.4	 Leveraging Supplier Effort for Different Types of Control Systems............................................................. 34
		  4.5	 Hardware and Software Categories............................................................................................................ 35

	 5	 Quality Risk Management................................................................................................. 39
		  5.1	 ICH Q10 Pharmaceutical Quality System................................................................................................... 39
		  5.2	 ICH Q9 Quality Risk Management.............................................................................................................. 39
		  5.3	 ICH Q8 Pharmaceutical Development........................................................................................................ 40
		  5.4	 Risk Management in the Life Cycle............................................................................................................ 41
		  5.5	 Scalability of Risk Management.................................................................................................................. 42
		  5.6	 Step 1 – Initial Assessment and Determination of System Impact............................................................. 43
		  5.7	 Step 2 – Identify Functions with Impact...................................................................................................... 44
		  5.8	 Step 3 – Perform Functional Risk Assessments and Identify Controls....................................................... 45
		  5.9	 Step 4 – Implement and Verify Appropriate Controls.................................................................................. 47
		  5.10	 Step 5 – Review Risks and Monitor Controls............................................................................................. 47

	 6	 Concept Phase of the Life Cycle...................................................................................... 49
		  6.1	 Introduction................................................................................................................................................. 49
		  6.2	 Specific Considerations for Process Control Systems................................................................................ 49

	 7	 Project Phase of the Life Cycle........................................................................................ 53
		  7.1	 Process Control System Validation Planning.............................................................................................. 53
		  7.2	 Specification............................................................................................................................................... 57
		  7.3	 Configuration and Coding........................................................................................................................... 63
		  7.4	 Verification.................................................................................................................................................. 68
		  7.5	 Reporting and Release............................................................................................................................... 74



Page 6	 GAMP® Good Practice Guide:
	 A Risk-Based Approach to GxP Process Control Systems

	 8	 System Operation.............................................................................................................. 77
		  8.1	 Introduction................................................................................................................................................. 77
		  8.2	 Handover.................................................................................................................................................... 78
		  8.3	 Establishing and Managing Support Services............................................................................................ 79
		  8.4	 Performance Monitoring............................................................................................................................. 80	

	 8.5	 Incident Management and CAPA................................................................................................................ 81
		  8.6	 Repair Activity............................................................................................................................................. 82
		  8.7	 Periodic Review.......................................................................................................................................... 83
		  8.8	 Backup and Restore................................................................................................................................... 84
		  8.9	 Business Continuity and Disaster Recovery Planning................................................................................ 85
		  8.10	 Security Management................................................................................................................................. 86
		  8.11	 System Administration................................................................................................................................ 87
		  8.12	 Record Retention, Archive, and Retrieval................................................................................................... 87

	 9	 Retirement Phase of the Life Cycle.................................................................................. 89
		  9.1	 Introduction................................................................................................................................................. 89
		  9.2	 Overall Strategy.......................................................................................................................................... 89

	 10	 Supporting Processes....................................................................................................... 91
		  10.1	 Supplier Assessment.................................................................................................................................. 91
		  10.2	 Design Review and Traceability.................................................................................................................. 92
		  10.3	 Change and Configuration Management.................................................................................................... 95
		  10.4	 Document Management............................................................................................................................. 97

	 11	 Governance for Achieving Compliance........................................................................... 99
		  11.1	 Policies and Procedures............................................................................................................................. 99
		  11.2	 Roles and Responsibilities........................................................................................................................ 100
		  11.3	 Training..................................................................................................................................................... 100
		  11.4	 Management of Suppliers......................................................................................................................... 100
		  11.5	 Systems Inventory.................................................................................................................................... 101
		  11.6	 Planning for Validation.............................................................................................................................. 101
		  11.7	 Continuous Improvement Activities........................................................................................................... 101

	 12	 Supplier Activities............................................................................................................ 103
		  12.1	 Introduction............................................................................................................................................... 103
		  12.2	 Considerations for Process Control Systems........................................................................................... 103
		  12.3	 Supplier Good Practices for Process Control Systems............................................................................ 103

	 13	 Appendix E1 – Example: Categorizing Software Elements......................................... 107
		  13.1	 Discussion on Boundaries between Categories 3 and 4.......................................................................... 107
		  13.2	 Discussion on Boundaries between Category 4 and Category 5 Components........................................ 108
		  13.3	 Classification of Standard Products Involving Configured or Coded Items.............................................. 110
		  13.4	 Example Classification 1 – Large Distributed Control System.................................................................. 112
		  13.5	 Example Classification 2 – PLC Control System (Custom Machine)........................................................ 113
		  13.6	 Example Classification 3 – PLC Control System (Standard Product)....................................................... 114
		  13.7	 Example Classification 4 – Simple PID Controller.................................................................................... 115

	 14	 Appendix E2 – Example: Life Cycle Activities...............................................................117



GAMP® Good Practice Guide:	 Page 7
A Risk-Based Approach to GxP Process Control Systems	

	 15	 Appendix E3 – Example: Risk Management Process.................................................. 123
		  15.1	 Example Method for Defining System and the Functions within It............................................................ 123
		  15.2	 Example Method for Rating Impact or Severity........................................................................................ 125
		  15.3	 Example Method for Rating Likelihood..................................................................................................... 126
		  15.4	 Example Method for Rating Detectability.................................................................................................. 127
		  15.5	 Example Method for Assessing Overall Risk and Identifying Required Controls...................................... 127

	 16	 Appendix E4 – Example: CQAs/CPPs at Different Levels of Specification................ 131

	 17	 Appendix E5 – Example: Assessing Different Types of Suppliers............................. 135
		  17.1	 Introduction............................................................................................................................................... 135
		  17.2	 Original Equipment Manufacturers........................................................................................................... 135
		  17.3	 Packaged Equipment Suppliers................................................................................................................ 135
		  17.4	 System Integrators.................................................................................................................................... 136
		  17.5	 Service Providers...................................................................................................................................... 136
		  17.6	 Suppliers of Standard Products................................................................................................................ 137
		  17.7	 Process Control System Manufacturers................................................................................................... 137
		  17.8	 Assessment of Suppliers to the Supplier.................................................................................................. 138
		  17.9	 Certification of Suppliers........................................................................................................................... 139

	 18	 Appendix E6 – Example: Verification Activities............................................................ 141

	 19	 Appendix E7 – Example: The Impact of Phased Delivery............................................ 145
		  19.1	 Introduction............................................................................................................................................... 145
		  19.2	 Example of a Phased Release of Software to Site................................................................................... 146
		  19.3	 Database Item Control.............................................................................................................................. 147
		  19.4	 Example Considerations for Planning Phased Releases......................................................................... 147

	 20	 Appendix E8 – Example: System Patches.................................................................... 151
		  20.1	 Introduction............................................................................................................................................... 151
		  20.2	 Components within a Process Control System......................................................................................... 151
		  20.3	 Patch Management Process..................................................................................................................... 154
		  20.4	 Backup...................................................................................................................................................... 155

	 21	 Appendix E9 – Example: System Retirement............................................................... 157
		  21.1	 Responsibility............................................................................................................................................ 157
		  21.2	 Retirement Planning Considerations........................................................................................................ 157
		  21.3	 Retirement Activities................................................................................................................................. 158
		  21.4	 Example Retirement Approaches............................................................................................................. 159

	 22	 Appendix S1 – Process Analytical Technology (PAT).................................................. 161
		  22.1	 Introduction............................................................................................................................................... 161
		  22.2	 What is a PAT System?............................................................................................................................. 162
		  22.3	 Examples of PAT Systems........................................................................................................................ 163
		  22.4	 What Is Special About PAT Systems – Additional Risks?......................................................................... 165
		  22.5	 What Is Special About PAT Systems – Life Cycle Activities?.................................................................... 168

	 23	 Appendix S2 – Alarm Strategy........................................................................................ 171
		  23.1	 The Alarm System..................................................................................................................................... 171
		  23.2	 Alarm Management Life Cycle.................................................................................................................. 171
		  23.3	 The Process Condition Model................................................................................................................... 175
		  23.4	 Alarm Life Cycle Entry Points................................................................................................................... 175



Page 8	 GAMP® Good Practice Guide:
	 A Risk-Based Approach to GxP Process Control Systems

	 24	 Appendix S3 – Batch Control and ANSI/ISA-88 and ANSI/ISA-95............................... 177
		  24.1	 Understanding the Basics of ANSI/ISA-88 and ANSI/ISA-95................................................................... 177
		  24.2	 Understanding S95................................................................................................................................... 177
		  24.3	 Understanding S88................................................................................................................................... 178
		  24.4	 Compliance Considerations...................................................................................................................... 181

	 25	 Appendix 13 – References.............................................................................................. 183

	 26	 Appendix 14 – Glossary.................................................................................................. 185
		  26.1	 Abbreviations and Acronyms.................................................................................................................... 185
		  26.2	 Definitions................................................................................................................................................. 187

ISPE Headquarters (until 20 April 2011)
3109 W. Dr. Martin Luther King Jr. Blvd., Suite 250, Tampa, Florida 33607 USA 

Tel: +1-813-960-2105, Fax: +1-813-264-2816

ISPE Headquarters (effective 21 April 2011)
600 N. Westshore Blvd., Suite 900, Tampa, Florida 33609 USA 

Tel: +1-813-960-2105, Fax: +1-813-264-2816  

ISPE Asia Pacific Office
73 Bukit Timah Road, #04-01 Rex House, Singapore 229832

Tel: +65-6496-5502, Fax: +65-6336-6449

ISPE China Office
Suite 2302, Wise Logic International Center

No. 66 North Shan Xi Road, Shanghai, China 200041 
Tel +86-21-5116-0265, Fax +86-21-5116-0260

ISPE European Office
Avenue de Tervueren, 300, B-1150 Brussels, Belgium

Tel: +32-2-743-4422, Fax: +32-2-743-1550

www.ISPE.org



GAMP® Good Practice Guide:	 Page 9
A Risk-Based Approach to GxP Process Control Systems	

1	 Introduction
	 This Good Practice Guide (GPG) aims to achieve process control systems that are fit for intended use and meet 

current regulatory requirements, by building upon existing industry good practice in an efficient and effective manner.

	 It provides recommended good practice based on a life cycle approach for the development and management of 
process control systems.

	 This Guide covers both regulated company and supplier Quality Management Systems, and is applicable across the 
full system life cycle from concept to retirement.

	 The Guide recognizes that Good Engineering Practice meets most of the applicable compliance requirements. The 
Guide also emphasizes that in order to be efficient, appropriate specification and verification activities should be an 
integral part of the normal system life cycle.

	 The Guide recognizes that many suppliers of systems now have mature quality management systems and system 
development, test, and support documentation. The Guide promotes the leveraging of supplier documentation and 
activities to avoid unnecessary duplication, cost, and waste.

	 Wherever possible, a range of examples across differing systems has been included to illustrate the approach 
and the scalability that may be applied. Examples are introduced in the body of the document, and expanded as 
appropriate in the Appendices.

	 The Guide applies science-based Quality Risk Management, as described in ICH Q9 (Reference 2, Appendix 13) and 
GAMP 5 (Reference 15, Appendix 13).

1.1	 Rationale for this Revision

	 This revision has been significantly updated to align with the concepts and terminology of recent regulatory and 
industry developments including:

	 •	 International Conference on Harmonisation (ICH) Guidance setting out expectations for the application of 
science- and risk-based approaches to drug development and manufacture supported by pharmaceutical quality 
systems

	 •	 Product Quality Lifecycle Implementation® (PQLI®) – ISPE’s global industry initiative for a practical approach 
to implementation of International Conference on Harmonisation (ICH) guidances Q8 (R2), Pharmaceutical 
Development, Q9, Quality Risk Management and Q10, Pharmaceutical Quality System (References 7, 1, 2, and 
3, Appendix 13)

	 •	 FDA cGMPs for the 21st Century Initiative and associated guidance promoting science-based risk management 
(Reference 5, Appendix 13)

	 •	 Emerging industry standards such as those produced by the ASTM E55 Committee promoting process 
understanding, control and capability for drug development and manufacture (Reference 17, Appendix 13)

	 •	 ISPE Guide: Science and Risk-Based Approach for the Delivery of Facilities, Systems, and Equipment (under 
development at time of publication, Reference 13, Appendix 13)

	 Where the previous edition focused specifically on the validation of process control systems, this Guide has a wider 
scope. It describes good practice based on a complete life cycle approach for the development and management of 
compliant process control systems, reflecting the above developments.
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1.2	 Purpose

	 The purpose of this Guide is to provide a cost effective framework of good practice to ensure that process control 
systems are fit for intended use and compliant with applicable regulations. The framework aims to safeguard patient 
safety, product quality, and data integrity, while also delivering business benefit.

	 This Guide provides guidance and examples on the application of the principles and framework of GAMP 5 
(Reference 15, Appendix 13) to a wide range of GxP regulated process control systems.

	 This Guide also provides suppliers to the life science industry with guidance on the development and maintenance of 
process control systems by following good practice.

	 This Guide also may be used in conjunction with the other ISPE publications such as Good Practice Guides (GPGs) 
and ISPE Baseline® Guides.

1.3	 Scope

	 This Guide applies to process control systems used in GxP regulated activities, including development, 
manufacturing, and distribution of the product.

	 The scope covers a wide range, from basic instruments to large, complex, distributed control systems.

	 Process control systems may maintain electronic records and signatures subject to specific GxP regulations such 
as US FDA 21 CFR Part 11 (Reference 4, Appendix 13). Therefore, systems should be assessed to see if they fall 
within the scope of these or other applicable regulations. Detailed guidance can be found in the GAMP Good Practice 
Guide: A Risk-Based Approach to Compliant Electronic Records and Signatures (Reference 16, Appendix 13).

	 The overall IT infrastructure of the regulated company is outside the scope of this Guide. Analytical laboratory 
instruments are also outside the scope of this Guide. These topics are covered in separate GAMP Good Practice 
Guides.

	 This Guide distinguishes three types of process control systems. These are intended to be used in conjunction with 
GAMP categories to highlight system scale and complexity (often in terms of the range of suppliers involved), and to 
allow a common basis for presenting examples across a range of systems.

	 Figure 1.1: Types of Process Control Systems

	 Note that this division into “device,” “packaged with process equipment,” and “not packaged with process equipment” 
is independent of the GAMP category. Some examples are given below and more detail on categorization is given in 
Section 4.4 of this Guide.




