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Preface

This document, the ISPE GAMP® Good Practice Guide: IT Infrastructure Control and Compliance (Second Edition),
is intended to be used in conjunction with ISPE GAMP® 5: A Risk-Based Approach to Compliant GxP Computerized
Systems and other ISPE GAMP® guidance documents.

This Second Edition was developed by the ISPE GAMP® Community of Practice (COP) and was undertaken to
expand the scope of the original Guide to include guidance on the emergence of cloud and virtualized technologies.
Updates to this Guide relate to the adoption of virtualized and outsourced infrastructure model.
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1

1.1

1.2

Introduction

Background

Since the publication of the first edition of this Guide in 2005, there has been a significant leap in the technologies
that make up modern Information Technology (IT) Infrastructure, including:

»  The use of virtualization technologies

*  The use of cloud computing

The delivery of GxP applications “as-a-service”

»  Outsourcing and the increased use of third-party datacenters

The introduction of virtualization technologies that allow the sharing, combining, and maximization of resources
presents the regulated industries with unprecedented benefits. The underlying components of IT Infrastructure,
however, have remained hardware centric.

The accelerated use of virtualization technologies has prompted updated guidance from most of the major global
regulatory agencies. The EU, via Annex 11 [1], and the most recent Good Manufacturing Practice (GMP) computer
Annexes from the Chinese Food and Drug Administration (CFDA) both require that IT Infrastructure is qualified. The
US FDA defined “cloud infrastructure” as a computer system in their Draft Data Integrity Guidance [2]. Important
changes include:

*  The revision of EU GMP Annex 11 [1] and EU GMP Chapter 4 [3] (both adopted for wider use by PIC/S)

* Increased regulatory focus on the wider aspects of data integrity (e.g., the US FDA Draft Guidance on “Data
Integrity and Compliance with CGMP” [2])

Two new appendices have been added to this Guide to reflect the increased adoption of virtualization technologies
and the engagement of Infrastructure as a Service (laaS), Platform as a Service (PaaS), Software as a Service
(SaaS), and suppliers (see Appendix 11 and Appendix 12).

Overview

Regulated companies have an increasing dependency on computerized systems. The prevalence of new technology
has presented regulated companies with significant technological advantages, as well as a changed compliance
model.

New technologies include cloud-based infrastructure and three cloud service models:

1. Infrastructure as a Service (laaS)

2. Platform as a Service (PaaS)

3. Software as a Service (SaaS)

These service models are collectively referred to as XaaS for the purposes of this Guide.

For regulated companies seeking to outsource IT infrastructure, the boundaries of the regulated entry and associated
risk may be increased, if not adequately controlled.





