ISPE GAMP® RDI Good Practice Guide: Page 5
Data Integrity - Manufacturing Records

Table of Contents

B I 1014 e Yo [ T'od T o 7
1.1 7= o7 (e ] {0 1¥ [ T ISP OPPP 7
1.2 Uy o Lo LT PSPPI 7
1.3 RS T 0] o1 T OSSPSR OPPR 8
1.4 HOW 10 USE TS GUIAE ...ttt b e ettt et e e et e e et eenanes 8
1.5 =14 011 T0] (oo )2 P PSPPI 10
2 Data and ReECOIAS........cccuuummmmmmmmmmmmmmsnnnnnmmmnssssssssssrrrr s sssssssssssssssssssssssssssssmnnnnnn 17
21 What Is Special about Manufacturing SyStEMS?.......cccuuiiiiiiiee e 17
2.2 What IS RegUIGEd Data? .........ooiiiiiiiiiie ettt ettt e et e et e e 19
3 Data Flows and Data Lifecycle.....ciirecirrccerirecssrrscssesec s s sms s snmsssssnmmssesnnsssenns 23
3.1 MaPPING DALA FIOWS ...ttt h ettt e ettt e e st e e e bt e enee e e naneeeanrneenans 23
3.2 TyPICal GMP Data FIOWS........coiiiiiiiiiieit ettt et e et e st e e e b e et e e nnnees 23
3.3 DA LIFECYCIE ...ttt ettt ettt ekttt ettt et e e e tae e e 27
4 Risk Management APProaches.....ccccciicciimccrrrmmssrnnesssrnsessrnmm s snmssssenmsssesnmsssenmmsssennnns 41
41 Initial Data Integrity Risk Assessment and Identifying the Impact of Poor Data Integrity Controls ............ 41
4.2 Identifying Data Flows with Impact on Patient Safety, Product Quality, and Data Integrity .............c......... 41
4.3 Performing Functional Risk Assessments and Identifying CONtrols............cccovviiiiiieiiiie e 41
4.4 Implement and Verify Appropriate CONTIOIS .........cuuiiiiiiiiiiiee et 42
4.5 Reviewing Residual Risks and Monitoring CONTrOIS ...........oiiiiiiiiiiiieiiiee e 42
5 Detecting Data INtegrity ISSUES ... iimiiiicccrrimcesrre s rns s rrsee s s nms s e nmmssssnmmssesnmnssenns 43
5.1 Data REVIEW REQUIFEIMENTS ...ttt ettt et e e st e e s ee e e snneeeanbneeeans 43
5.2 (074 oz= I I 110141 T PRSPPI 52
6 Preventing Data Integrity ISSUES.......cciciieccirrccr e rre e resec s e s s s s e s s e nmm s s e s mmmsenns 57
6.1 Data INTEGrity CUUIE ... ettt et e e st e e et e snt e e e snbeeeabaeeeans 57
6.2 Supplier Management CONSIAEratioNS ...........oiuiiiiiiie ettt e e s 57
6.3 Essential TEChNICAl FEATUMES .........ooiiiiiiiiiii ettt e e e abee e e 61
6.4 POIICIES @NA PrOCEAUIES ...ttt et ettt e bt e e et e e snt e e snneeeantneenan 64
6.5 ACCESS CONSIAETALIONS ....eeieeiiiieii ettt ettt e b et e et e e bt e e eb bt e e et e e et e e e nna e e e anteeennnees 66
6.6 Critical Validation ACHVITIES ........oiieiiiiiiie ettt et e e esneee s 70
7 QUICK WINS coiiiiiiiniennmmemeemennssssssssmnnn s s s s s s s s sssssssssssssssssssssssssmmmmmmmmmmmmnssssnnnnnnnnnnsssssssssnns 71
71 Quick WiNs for EXISTING SYSIEMS .....coiiiiiiiiie ittt eenneee s 71
7.2 QUICK WINS fOr NEW PrOJECES ....ciiiiiieiiiie ettt e bt e e e sneee s 75
7.3 QUICK WINS fOr GOVEIMANCE ......ciiieiieiiiee ettt ettt s e et e ettt e e at e e sttt e e nb e e e e e e sneee s 76

8 Appendix 1 - Process Control System Risk Assessment Example.......ccceerenreeennees 79



Page 6

9

10

n

12

13

14

15

16

17

ISPE GAMP® RDI Good Practice Guide:
Data Integrity - Manufacturing Records

Appendix 2 - Risks to Data Integrity Associated with Specific Data Types......... 81
9.1 Automatically Captured ProCess Datal.........cc.cuiiiiiiiiiieiiie ettt e e e e e e 82
9.2 SiMple CalCUIAtEd VAIUES ..........oeeiieiieieiie e e e e e et e e e e e et e e e e e e eabaneeeeaennes 83
9.3 Manually Entered ProCess Data ..........ccooiiiiiiiiiiiiiie et 85
9.4 Process Data Originating in ANOther SYStem..........ooo it 86
9.5 AlArMS @NA EVENES ...ttt e e e ettt e et e e e e et e e 88
9.6 L oT=T o 10T T =T 0T o - 7SRRI 89
9.7 Images and IMage RECOGNITION ..........uiiiiiiiieii ettt e e e e e e 90
9.8 Complex/Statistical TransSformMationS. ...........cccuiiiiiiiiiei e e e e e e e e e e eaaes 92
9.9 Outputs Used Manually by the OPErator.............ceiiiie it e e e aesaeee s 93
9.10 Production Definition Management — Master RECIPES ........c.uiiiiiiiiiiiie e 94
9.11  Production Resource Management — Material CONtrol.............ccueiiiiiriiiiie e 95
9.12  Production Resource Management — EqQuipment CoNtrol............ccoouiiiiiiiiiiie e 96
9.13  Production Resource Management — Personnel CONtrol...........cccooiuiiiiiiiiiiiee e 97
9.14  Production DiSPatCRING ........coiuuiiiiii et e e e e e 98
9.15 Production Execution — Control Recipes and WOrkflOWS.............cccouiiiiiiiiiiiie e 99
9.16  Production Data Collection and Production TraCking...........c.ueorueeeiiieeeriie e iiiee e 100
9.17  Production Performance ANGIYSIS ..........oooiiiiiiiii ettt et e et e e e e 100
9.18 Manufacturing Production Record Review, Release, and DiSpoSition............cccoceeiiiiiiine e 101
Appendix 3 - Data Integrity Maturity Factors ......ccccvieiiimiiseiisinee i sssnessssssssssnanes 103
Appendix 4 - Essential Technical Features........ccuiriimeiimiieiisessnesssnssssrsssssssssessenns 13
Appendix 5 - Policies and ProCcedures ......cccucimreeirmsiieesimsesmmessmsnssmssssssssssnssssnssssnsssnns 121
Appendix 6 - Example Segregation of DUties......cccccuieiirmiisesimenreeinsssssssssssssennsnes 125
Appendix 7 - Validation ActiVities ....c.cccciiieiiimiimiiesire s s s smman s 129
Appendix 8 - Data Integrity Citations by Regulators.........ccccvrmirmiirmineenieeenneeane. 137
WY 0T o T=Y 4 Lo L 0TS TRl = L= =1 =] 1 ToC= S 145
APPENAiX TO = GlOSSAIY .uieeuireeirmnurrmnrensirensrrnssrrnsrsnssrnnssressrsnssrsnsssnnsssansssnssssnsssnnsssnnsnen 149
17.1  AbDbreviations @nd ACIONYIMS .....oo.uuiiiiie it e et e e e e s e e e e e sttt e e e e e sb e e e e e e e nbbe e e e e e annnneas 149

L7 o T 1 T (o] o 151





